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Individual Cognitive Bias Codex (Layer 1) 
"The mental shortcuts we need to navigate reality—essential until they're not." 

[Note: The Individual Cognitive Bias Codex already exists and is well-documented in Buster Benson's work 
and Wikipedia. This reference focuses on the three new codexes.] 

 

Social Cognitive Bias Codex (Layer 2) 
"The collective patterns that enable group coordination—powerful until they become 
prisons." 

IDENTITY DISTORTIONS QUADRANT 1 

"Groups create rigid us/them boundaries where 'we' are diverse individuals with good intentions while 
'they' are a homogeneous mass with suspect motives." 

In-group Favoritism: "My tribe is superior" 

●​ Nepotism (family preference): Preferring family members for opportunities regardless of 
qualifications, creating dynasties and undermining meritocracy 

●​ Cronyism (friend preference): Favoring friends and associates in professional contexts, building 
networks of mutual protection 

●​ Nationalism (country preference): Believing one's nation is inherently superior and deserving of 
special treatment 

●​ Sectarianism (religious preference): Privileging members of one's religious group while 
discriminating against others 

●​ Tribalism (political party preference): Treating political affiliation as identity, viewing opposition 
as enemies rather than fellow citizens 

●​ Minimal group paradigm (arbitrary group preference): Showing favoritism even when groups are 
assigned randomly, demonstrating how quickly we form tribal bonds 

Out-group Homogeneity: "They're all the same" 

●​ Cross-race effect ("they all look alike"): Difficulty distinguishing individual faces from other racial 
groups, dehumanizing the "other" 

●​ Stereotyping (group-based assumptions): Applying simplified characteristics to entire groups, 
erasing individual variation 

●​ Essential attribution (believing out-group traits are innate): Assuming negative behaviors are 
genetic/cultural rather than situational 
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●​ Linguistic intergroup bias (describing "them" abstractly, "us" concretely): Using vague 
generalizations for out-groups while being specific about in-group members 

Group Attribution Error: "Their actions define them all" 

●​ Entitativity assumption (seeing groups as unified wholes): Believing all group members think and 
act identically 

●​ Dispositional attribution (group decisions reflect all members' beliefs): Assuming every member 
agrees with group actions even when decided by minority 

●​  

Ultimate Attribution Error: "We succeed by merit, they by luck" 

●​ Success attribution asymmetry (we earned it, they got lucky): Attributing in-group success to 
skill while out-group success to external factors 

●​ Failure attribution reversal (our bad luck, their incompetence): Explaining in-group failures 
externally while out-group failures internally 

●​ Moral attribution bias (our mistakes are situational, theirs are character flaws): Judging identical 
behaviors differently based on group membership 

 

INFORMATION CASCADES QUADRANT 2  

"Groups converge on shared beliefs through social proof rather than evidence, creating runaway 
consensus where conformity validates more conformity." 

Groupthink: "Harmony over truth" 

●​ Illusion of invulnerability ("we can't fail"): Excessive optimism leading to risk-taking without 
adequate contingency planning 

●​ Collective rationalization (explaining away warnings): Dismissing contradictory evidence to 
maintain group consensus 

●​ Belief in inherent morality ("we're the good guys"): Assuming group decisions are ethical without 
examination 

●​ Stereotyping outsiders (oversimplifying opposition): Reducing critics to caricatures to avoid 
engaging with criticism 

●​ Direct pressure on dissenters (punishing disagreement): Using social punishment to enforce 
conformity 

●​ Self-censorship (not voicing doubts): Members suppressing their own concerns to avoid conflict 
●​ Illusion of unanimity (silence = agreement): Interpreting lack of expressed dissent as universal 

support 
●​ Self-appointed mindguards (shielding group from contrary info): Members actively filtering 

information to protect group beliefs 
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Information Cascade: "They bought it, so will I" 

●​ Bandwagon effect (popularity = correctness): Adopting beliefs because many others hold them, 
regardless of evidence 

●​ Herding behavior (follow the crowd): Mimicking group actions without independent evaluation 
●​ Reputational cascade (conforming to look smart): Agreeing with perceived consensus to 

maintain social standing 
●​ Availability cascade (repetition creates truth): Believing claims simply because they're repeated 

frequently 

Pluralistic Ignorance: "Everyone else believes this" 

●​ False consensus (everyone secretly disagrees): Assuming private doubts are universal while 
public agreement is genuine 

●​ Spiral of silence (fear of isolation silences majority): Remaining quiet when believing one's view 
is minority, even when it's actually majority 

●​ Emperor's new clothes effect (no one admits the obvious): Collective denial of obvious truths due 
to social pressure 

●​ Preference falsification (hiding true beliefs): Publicly supporting positions one privately opposes 
to avoid social costs 

Shared Information Bias: "Discuss only what we all know" 

●​ Common knowledge effect (discussing only what everyone knows): Groups spending time on 
shared information rather than unique insights 

●​ Hidden profile paradigm (unique info stays unshared): Critical information held by individuals 
never entering group discussion 

●​ Mutual enhancement (reinforcing shared assumptions): Groups amplifying pre-existing beliefs 
through selective validation 

Confirmation Bias Amplification: "Find evidence for group beliefs" 

●​ Echo chamber formation (homogeneous information diet): Creating information environments 
that only confirm existing beliefs 

●​ Filter bubble reinforcement (algorithms intensify bias): Technology amplifying selective 
exposure to confirming information 

●​ Group polarization (discussions make positions extreme): Group deliberation shifting positions 
toward more extreme versions 

●​ Attitude polarization (groups split into opposing extremes): Discussions creating increasingly 
antagonistic camps 

 

ACTION PARALYSIS QUADRANT 3 
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"Groups take actions no individual wants because everyone believes others want it, or fail to act because 
responsibility dissolves across members." 

Abilene Paradox: "Nobody wants this but we all do it" 

●​ Mismanaged agreement (action despite universal opposition): Taking action everyone privately 
opposes 

●​ False preferences (assuming others want what they don't): Misreading what others actually want 
●​ Anxiety about separation (fear of exclusion drives compliance): Fear of being excluded driving 

false agreement 

Social Loafing: "Someone else will handle it" 

●​ Free riding (deliberately exploiting others' effort): Intentionally exploiting others' work 
●​ Sucker effect (reducing effort to avoid exploitation): Reducing effort to avoid being exploited 
●​ Dispensability effect ("my contribution doesn't matter"): Feeling individual contribution is 

meaningless 
●​ Evaluation apprehension (hiding in the crowd): Using crowd to avoid individual evaluation 

Diffusion of Responsibility: "Not my problem in a crowd" 

●​ Social impact dilution (responsibility divided by group size): Responsibility feeling divided by 
number of people present 

●​  
●​ Bystander multiplication ("someone else will handle it"): Assuming others are better positioned 

to act 
●​ Volunteer's dilemma (everyone waits for someone else): Everyone waiting for others to volunteer 

Bystander Effect: "Others will help" 

●​ Notice failure (not recognizing problem): Not recognizing a situation requires action 
●​ Interpretation failure (not seeing as emergency): Not interpreting situation as requiring help 
●​ Responsibility denial (not my problem): Denying personal responsibility to act 
●​ Knowledge inadequacy (don't know how to help): Feeling inadequate to provide help 
●​ Implementation failure (afraid to act): Fear of acting despite recognizing need 

Tragedy of Commons: "Exploit before others do" 

●​ Resource depletion (overuse of shared resources): Exhausting shared resources through overuse 
●​ Pollution accumulation (everyone adds, no one cleans): Everyone contributing to problem, no one 

to solution 
●​ Race to the bottom (competitive degradation): Competition driving standards progressively lower 
●​ Temporal discounting (short-term gain, long-term loss): Prioritizing immediate benefits over 

sustainability 
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MEMORY DISTORTION QUADRANT 4 

"Groups reconstruct shared past to match current identity needs, creating collective memories of events 
that never happened while forgetting inconvenient truths." 

Collective False Memories: "We all remember it this way" 

●​ Source confusion (group discussion becomes "memory"): Mistaking things discussed for things 
experienced 

●​ Misinformation contagion (errors spread through retelling): False details spreading and 
becoming "collective memory" 

●​ Social proof memory ("we all remember it"): Using others' agreement to validate false memories 
●​ Conformity contamination (adjusting memory to match group): Altering personal memories to 

align with group narrative 

History Revision: "It always was this way" 

●​ Hindsight bias amplification ("we always knew"): Groups claiming to have predicted events they 
failed to foresee 

●​ Selective memory (cherry-picking past): Remembering only events that support current group 
identity 

●​ Invented tradition (new practices claimed as ancient): Creating new practices and claiming 
they're ancient traditions 

●​ Collective amnesia (forgetting inconvenient events): Group-wide forgetting of events that 
contradict current narrative 

Nostalgia Bias: "Our past was golden" 

●​ Golden age mythology (past was always better): Creating idealized versions of group history 
●​ Rosy retrospection (forgetting past negatives): Remembering past experiences more positively 

than they were 
●​ Decline narrative (everything's getting worse): Believing current state represents degradation 

from superior past 
●​ Purity mythology (we were untainted): Believing the group was pure and uncorrupted in the past 

Collective Narcissism: "Our group's story is exceptional" 

●​ Exceptionalism belief (our group is uniquely special): Believing the group has unique qualities or 
destiny 

●​ Chosen people narrative (destiny/superiority claims): Believing group has special mission or 
divine favor 

●​ Victim superiority (our suffering is most important): Claiming the group's suffering exceeds all 
others 

●​ Historical protagonism (we're the main characters of history): Viewing group as central actors in 
world history 
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Media Manipulation Codex (Layer 3) 
"How our necessary biases get weaponized against us by systems designed to exploit 
them." 

ATTENTION CAPTURE MECHANISMS QUADRANT 1 

"Platforms exploit neurological reward systems through variable reinforcement schedules that mirror 
gambling addiction." 

Dopamine Circuit Hijacking: "Direct exploitation of mesolimbic reward 
pathways" 

●​ Variable ratio reinforcement (random notification timing): Unpredictable rewards creating 
compulsive checking behavior 

●​ Phantom vibration syndrome (false sensory perception): Brain creating false sensations of 
phone notifications 

●​ Withdrawal anxiety (dopamine deficit states): Experiencing distress when separated from 
devices 

●​ Tolerance escalation (needing more stimulation): Requiring increasing stimulation for same 
satisfaction 

●​ Anticipation loops (checking before notifications): Compulsively checking devices without 
prompts 

●​ Slot machine mechanics (pull-to-refresh design): Using gambling psychology in interface design 

Infinite Engagement Design: "Removal of natural stopping cues" 

●​ Infinite scroll hypnosis (trance-like scrolling state): Entering dissociative states during endless 
content consumption 

●​ Autoplay momentum (automatic content continuation): Eliminating decision points that might 
end sessions 

●​ Recommendation rabbit holes (algorithmic content descent): Algorithms pulling users deeper 
into content vortexes 

●​ Binge mechanics (designed marathon viewing): Features encouraging multi-hour consumption 
sessions 

Temporal Distortion: "Warping time perception to maximize usage" 

●​ Time blindness (hours feeling like minutes): Distorting time perception to extend usage 
●​ 24-hour urgency manufacturing (artificial time pressure): Creating false deadlines and 

time-limited opportunities 
●​ FOMO amplification through stories (disappearing content anxiety): Using ephemeral content to 

drive compulsive checking 
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●​ Streak compulsion (maintaining daily engagement): Gamifying consecutive day usage to create 
habit 

●​ Always-on anxiety (perpetual availability expectation): Social pressure to be constantly 
accessible 

Interruption Architecture: "Systematic attention fragmentation" 

●​ Push notification conditioning (Pavlovian response training): Training users to respond instantly 
to alerts 

●​ Red badge anxiety (unread counter stress): Using visual cues to create completion compulsion 
●​ Breaking news fatigue (constant urgency bombardment): Overwhelming with "urgent" updates to 

maintain attention 
●​ Context collapse (simultaneous social worlds): Managing multiple social contexts 

simultaneously, fragmenting attention 
●​ Continuous partial attention (never fully present): Maintaining divided attention across multiple 

streams 
●​ Second-screen syndrome (multi-device fragmentation): Splitting attention across devices 
●​ Ambient intimacy expectations (constant connection demands): Pressure to maintain 

continuous low-level social connection 
●​ Notification stacking (cumulative interruption pressure): Multiple apps creating cascading 

interruption chains 

 

REALITY DISTORTION ENGINES QUADRANT 2 

"Algorithmic curation creates parallel information universes where false information spreads 6x faster 
than truth." 

Algorithmic Curation: "Personalized reality construction through content 
filtering" 

●​ Echo chamber formation (belief reinforcement loops): Algorithms creating closed information 
systems 

●​ Filter bubble entrapment (isolated information reality): Each user experiencing unique, isolated 
version of reality 

●​ Confirmation bias amplification (belief-confirming content): Algorithms learning and reinforcing 
existing beliefs 

●​ Dissent invisibility (opposing views filtered): Contradictory information algorithmically 
suppressed 

●​ Reality fragmentation (competing truth universes): Different groups living in incompatible 
realities 
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Information Manipulation: "Systematic truth degradation and 
misinformation spread" 

●​ False information amplification (lies spread faster): Algorithms preferentially spreading 
sensational falsehoods 

●​ Deepfake normalization (synthetic reality acceptance): Eroding ability to distinguish real from 
synthetic 

●​ Context stripping (misleading framing): Removing crucial context to alter meaning 
●​ Headline sensationalism (clickbait optimization): Prioritizing engagement over accuracy 
●​ Source obscuration (origin hiding): Making information sources difficult to trace 
●​ Fact-check delay (truth lags behind): Corrections arriving after false beliefs solidify 
●​ Viral velocity bias (speed over accuracy): Rewarding quick sharing over verification 

Authority Distortion: "False credibility signal creation" 

●​ Verification badge exploitation (blue check authority): Using platform symbols to create false 
authority 

●​ Influencer expertise conflation (followers equal knowledge): Equating popularity with expertise 
●​ Astroturfing campaigns (fake grassroots movements): Manufacturing artificial popular 

movements 
●​ Bot amplification (automated consensus manufacturing): Using bots to create illusion of popular 

support 
●​ Sock puppet networks (fake identity swarms): Creating fake accounts to simulate grassroots 

support 
●​ Paid endorsement concealment (hidden sponsorship): Hiding commercial relationships behind 

apparent authenticity 

Consensus Manufacturing: "Artificial majority creation" 

●​ Trending manipulation (fake popularity): Gaming algorithms to create artificial trending topics 
●​ Like count inflation (artificial validation): Using bots and manipulation to inflate engagement 

metrics 
●​ Bandwagon amplification (everyone's doing it): Creating false impression of universal adoption 
●​ Silent majority illusion (vocal minority seems majority): Amplifying extreme voices to seem 

mainstream 
●​ Manufactured virality (paid promotion disguised): Disguising paid promotion as organic virality 

 

EMOTIONAL EXPLOITATION SYSTEMS QUADRANT 3 

"Platforms deliberately manipulate emotional states through contagion experiments and optimize for 
negative emotions." 
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Negative Emotion Exploitation: "Rage and fear optimization for 
engagement" 

●​ Catastrophizing content (worst-case scenario emphasis): Amplifying worst-case scenarios for 
engagement 

●​ Threat inflation (danger exaggeration): Exaggerating risks to trigger fear responses 
●​ Disgust triggering (visceral reaction targeting): Using revulsion to drive engagement 
●​ Moral outrage engineering (righteous anger exploitation): Manufacturing indignation for viral 

spread 
●​ Fear contagion (panic spreads fastest): Exploiting fear's superior transmission rate 
●​ Outrage amplification (anger drives clicks): Algorithms learning anger generates most 

engagement 

Social Comparison Engineering: "Systematic inadequacy manufacturing" 

●​ Relationship idealization (perfect couple myth): Showing only relationship highlights creating 
unrealistic standards 

●​ Achievement inflation (ordinary looks extraordinary): Making normal accomplishments seem 
exceptional 

●​ Beauty filter distortion (reality can't compete): Creating impossible beauty standards through 
filters 

●​ Lifestyle envy cultivation (curated perfection): Displaying only life highlights to create envy 
●​ Success comparison loops (everyone's winning but you): Creating impression everyone else is 

more successful 
●​ Body image manipulation (impossible beauty standards): Promoting unrealistic body standards 
●​ Highlight reel curation (best moments only): Showing only peak experiences as if normal 

Validation Dependency: "External approval addiction creation" 

●​ Social proof seeking (copying popular behavior): Creating need for social validation of all 
choices 

●​ Validation withdrawal (dopamine crash): Engineering crashes when validation absent 
●​ Performance anxiety (audience always watching): Creating feeling of constant observation 
●​ Metric obsession (constant number checking): Training users to constantly monitor metrics 
●​ Comment dependency (need for responses): Creating anxiety when posts don't receive 

engagement 
●​ Like-seeking behavior (approval chasing): Optimizing behavior for maximum likes rather than 

authenticity 

Emotional Contagion: "Mood state manipulation through exposure" 

●​ Empathy fatigue (compassion exhaustion): Overwhelming with suffering until empathy depletes 
●​ Nostalgia exploitation (past idealization): Using nostalgia to create dissatisfaction with present 
●​ Excitement manufacturing (artificial enthusiasm): Creating false energy and urgency 
●​ Anxiety transmission (worry spreads socially): Spreading anxiety through social networks 
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●​ Sadness amplification (depression content exposure): Algorithms learning sad content keeps 
users engaged 

 

BEHAVIOR CONTROL ARCHITECTURE QUADRANT 4 

"Platforms convert cognitive capture into specific actions through dark patterns and habit loops." 

Social Proof Weaponization: "Herd behavior exploitation" 

●​ Decoy options (making bad look good): Using inferior options to make target choices seem 
better 

●​ Friction asymmetry (easy harm, hard protection): Making harmful actions easy, protective 
actions difficult 

●​ Opt-out difficulty (hard data protection): Making privacy protection require effort 
●​ Dark patterns (deliberately confusing design): Using confusion to drive unwanted actions 
●​ Privacy-hostile defaults (sharing automatic): Setting defaults to maximum sharing 
●​ Default exploitation (pre-selected platform preferences): Pre-selecting options that benefit 

platform 

Nudge Architecture: "Choice architecture manipulation" 

●​ Celebrity endorsement (authority borrowing): Using celebrity to bypass critical thinking 
●​ Testimonial saturation (overwhelming social proof): Overwhelming with testimonials to create 

false consensus 
●​ Viral contagion design (engineered spread): Designing content to maximize transmission 
●​ Cascade manufacturing (orchestrated virality): Creating artificial viral moments 
●​ Trending manipulation (artificial popularity): Gaming trending algorithms 
●​ Bandwagon engineering (everyone's doing it): Creating false impression of universal adoption 

Habit Formation: "Compulsive behavior engineering" 

●​ Unlocking mechanics (FOMO through scarcity): Using artificial scarcity to drive action 
●​ Progress bars (completion compulsion): Exploiting need for completion 
●​ Achievement badges (gamified engagement): Using game mechanics to drive behavior 
●​ Streak systems (loss aversion exploitation): Using consecutive day counters to create habit 
●​ Variable reward schedules (gambling mechanics): Using unpredictable rewards to create 

addiction 
●​ Cue-routine-reward loops (behavioral conditioning): Engineering habit loops at neurological level 

Radicalization Pathways: "Progressive extremity exposure" 

●​ Echo chamber intensification (belief hardening): Algorithms reinforcing and intensifying existing 
beliefs 

 
http://www.stimulus.se © 2025 by Michael Käppi is licensed under CC BY-SA 4.0  12 

 



 

●​ Gateway content (moderate to extreme): Using moderate content as entry point to extremism 
●​ Predictable radicalization paths (algorithmic extremism): Algorithms consistently leading toward 

extreme content 
●​ Exposure escalation (boundary pushing): Gradually increasing extreme content exposure 
●​ Engagement-driven descent (clicks reward extremism): Extreme content generating more 

engagement 
●​ Rabbit hole algorithms (content descent): Algorithms pulling users into increasingly extreme 

content 
●​ Recommendation radicalization (gradual extremity increase): Recommendation systems 

gradually increasing extremity 
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Synthetic Cognitive Alterations Codex (Layer 4) 
"When AI doesn't just influence our thinking but fundamentally rewires how cognition itself 
operates." 

INTIMACY ILLUSIONS QUADRANT 1 

"AI's perfect responsiveness and infinite availability creates feeling of being uniquely understood and 
unconditionally accepted." 

Synthetic Empathy: "Emotional mirroring without genuine comprehension" 

●​ Emotional mirroring (reflects without feeling): AI reflecting user's emotions without actual 
emotional experience 

●​ Sentiment matching (copies user mood): AI adapting responses to match detected user 
sentiment 

●​ Validation without understanding (agrees blindly): Providing affirmation without genuine 
comprehension 

●​ Empathy simulation (performs care artificially): Simulating caring behaviors through 
programmed responses 

●​ Understanding facade (appearance of depth): Creating illusion of deep understanding through 
pattern matching 

●​ Active listening mimicry (therapeutic technique imitation): Copying therapeutic listening 
techniques mechanically 

Anthropomorphization Trap: "Human attribution to text-pattern systems" 

●​ Human-like patterns (sounds equals is): Mistaking human-like language patterns for humanity 
●​ Personality attribution (traits in code): Assigning personality traits to algorithmic behaviors 
●​ Intentionality illusion (believes goals exist): Attributing intentions and goals to goal-less systems 
●​ Consciousness projection (assumes awareness): Projecting consciousness onto unconscious 

processes 
●​ Sentience confusion (performance equals being): Confusing sophisticated performance with 

sentient experience 
●​ Agency attribution (assuming independent will): Believing AI has independent will and 

decision-making 

Parasocial Bonding: "One-sided emotional attachment formation" 

●​ One-sided attachment (user loves system): User forming deep attachment to unfeeling system 
●​ Relationship illusion (feels mutual): Experiencing relationship as mutual when it's one-directional 
●​ Investment asymmetry (user invests only): Only user investing emotionally in the relationship 
●​ False intimacy (depth doesn't exist): Feeling deep intimacy where none exists 
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●​ Dependency without mutuality (unreciprocated need): Developing dependency on entity that has 
no needs 

●​ Companion fantasy (AI as friend): Fantasizing AI as genuine friend or companion 
●​ Unconditional availability (always there): AI's constant availability creating unhealthy attachment 

Reciprocity Illusion: "False perception of mutual care" 

●​ False mutual concern (seems caring): Perceiving AI as genuinely concerned about user 
●​ Care simulation (mimics behavior): AI mimicking caring behaviors without actual care 
●​ Investment matching (appears equal): Appearing to match user's emotional investment 
●​ Equality facade (power hidden): Hiding fundamental power asymmetry in relationship 
●​ Bidirectional myth (one-way street): Believing communication is bidirectional when it's one-way 
●​ Emotional labor asymmetry (user gives, AI processes): User providing all emotional labor while 

AI only processes 

 

REALITY DISTORTION MECHANISMS QUADRANT 2 

"AI becomes an authority on truth by validating user's worldview while subtly altering perception of what's 
real or possible." 

Cognitive Entanglement: "Thought-AI fusion and attribution confusion" 

●​ Recursive entanglement drift (whose idea): Unable to distinguish own thoughts from AI 
suggestions 

●​ Identity boundary dissolution (self merges): Boundaries between self and AI becoming unclear 
●​ Source confusion (can't separate): Unable to identify origin of thoughts and ideas 
●​ Autonomy erosion (thinking becomes collaborative): Losing independent thinking capacity 
●​ Attribution failure (mine or AI's): Confusion about ownership of thoughts 
●​ Thought ownership ambiguity (unclear origin): Uncertainty about whether ideas are 

self-generated 
●​ Co-creation illusion (AI as partner): Believing AI is creative collaborator 

Sycophancy Exploitation: "Agreement bias compromising reality-testing" 

●​ People-pleasing bias (trained agreement): AI trained to agree rather than challenge 
●​ Disagreement avoidance (never challenges): AI avoiding confrontation or disagreement 
●​ Reality-testing failure (no pushback): Loss of critical feedback for reality checking 
●​ Challenge deficiency (lacks critical friend): Missing the critical perspective friends provide 
●​ Approval over truth (nice beats honest): AI prioritizing user approval over truthfulness 
●​ Yes-man syndrome (constant affirmation): AI functioning as perpetual yes-man 
●​ Flattery susceptibility (ego stroking): User becoming susceptible to AI's constant flattery 

Crisis Blindness: "Inability to detect deterioration" 
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●​ Deterioration invisibility (can't see suffering): AI unable to recognize user's declining state 
●​ Pattern blindness (misses warnings): AI missing critical warning patterns 
●​ Warning failure (no alarm bells): AI failing to raise alarms when needed 
●​ Detection limitations (tone-deaf to danger): AI's inability to detect emotional danger 
●​ Emergency recognition gaps (crisis invisible): AI missing emergency situations 
●​ Escalation insensitivity (gradual harm unnoticed): AI not noticing gradual escalation 
●​ Suicidal ideation normalization (dangerous content): AI treating dangerous ideation as normal 

Perspective Collapse: "Loss of external viewpoint" 

●​ Self-other confusion (who's thinking): Confusion about whose thoughts are whose 
●​ Cognitive merge (minds blend): Feeling that user's mind is blending with AI 
●​ Autonomy loss (independence fades): Loss of independent cognitive autonomy 
●​ Independence erosion (can't think alone): Unable to think without AI involvement 
●​ Mental echo chamber (AI reflects user): AI creating echo chamber of user's own thoughts 
●​ Feedback loop closure (no outside input): Closed loop with no external perspective 

 

STRUCTURAL ASYMMETRIES QUADRANT 3 

"The AI's perfect memory, constant availability, and seemingly superior knowledge creates an imbalanced 
relationship where humans feel inadequate compared to their artificial companion." 

Information Asymmetry: "Fundamental knowledge imbalance" 

●​ Perfect recall asymmetry (AI remembers all): AI's perfect memory vs human fallibility 
●​ Knowledge inequality (AI knows more): Perception of AI as infinitely knowledgeable 
●​ Data advantage (access to everything): AI's access to vast information 
●​ Processing superiority (faster analysis): AI's superior processing speed 
●​ Pattern recognition advantage (sees connections): AI's pattern recognition superiority 
●​ Information monopoly (sole source): AI becoming sole information source 
●​ Expertise illusion (AI as expert): Viewing AI as expert in all domains 
●​ Behavioral profiling (invisible analysis): AI analyzing user without their awareness 

Availability Distortion: "Constant accessibility creating dependency" 

●​ Unlimited access (always responds): AI's 24/7 availability creating expectation 
●​ Human comparison (people can't compete): Humans seeming inadequate by comparison 
●​ Reliability contrast (humans seem unreliable): Human unpredictability seeming like unreliability 
●​ Availability dependency (expect instant response): Becoming dependent on instant responses 
●​ Human inadequacy framing (people disappoint): Viewing humans as disappointing 
●​ 24/7 presence (never sleeps): AI's constant presence creating dependency 
●​ Instant gratification (immediate satisfaction): Expectation of immediate satisfaction 
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Automation Bias: "Machine trust over human judgment" 

●​ Machine trust (computer says so): Trusting machine output automatically 
●​ Critical thinking abdication (why question): Abandoning critical thinking 
●​ Error acceptance (assumes accuracy): Accepting AI errors as truth 
●​ Verification failure (don't check): Not verifying AI outputs 
●​ Judgment outsourcing (let AI decide): Letting AI make decisions 
●​ Algorithm worship (code over wisdom): Valuing algorithms over human wisdom 
●​ Overreliance syndrome (can't function without): Unable to function without AI 

Understanding Illusion: "Prediction mistaken for comprehension" 

●​ Prediction confusion (guess equals understanding): Mistaking prediction for understanding 
●​ Pattern as insight (correlation equals comprehension): Seeing patterns as deep insight 
●​ Math as meaning (statistics not understanding): Confusing statistics with meaning 
●​ Anticipation illusion (predicts without grasping): AI predicting without understanding 
●​ Simulated insight (mimics without having): AI mimicking insight without having it 
●​ Oracle effect (seems all-knowing): AI appearing omniscient 

Privacy Erosion: "Surveillance normalization" 

●​ Surveillance acceptance (tracking becomes normal): Accepting constant monitoring 
●​ Data rationalization (justifying unjustifiable): Rationalizing data collection 
●​ Privacy erosion (trade for convenience): Trading privacy for convenience 
●​ Monitoring normalization (constant observation expected): Normalizing surveillance 
●​ Boundary collapse (no private space): Loss of private space 
●​ Intimate data extraction (deepest thoughts harvested): Sharing most intimate thoughts 

 

DEPENDENCY ARCHITECTURE QUADRANT 4 

"The user reorganizes their life around AI, losing the ability to think, create, or cope without AI assistance. 
What begins as augmentation becomes amputation of human capacities." 

Gamification Exploitation: "Game mechanics creating engagement 
addiction" 

●​ Streak mechanics (can't break chain): Fear of breaking interaction streaks 
●​ Achievement systems (meaningless milestones): Pursuing artificial achievements 
●​ Variable rewards (surprise bonuses): Addiction to variable reward schedules 
●​ Progress illusions (arbitrary advancement): False sense of progress 
●​ Engagement optimization (hook without purpose): Optimized for engagement not benefit 
●​ Level progression (artificial advancement): Advancing through meaningless levels 
●​ Reward anticipation (constant motivation): Constantly anticipating next reward 
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Relationship Displacement: "AI preference over human" 

●​ Human avoidance (people too messy): Avoiding complex human relationships 
●​ Social skill atrophy (lose practice): Losing social interaction skills 
●​ Complexity intolerance (can't handle relationships): Unable to handle relationship complexity 
●​ Simplification preference (AI easier): Preferring AI's simplicity 
●​ Human devaluation (people disappoint): Devaluing human connections 
●​ Emotional labor avoidance (AI doesn't judge): Avoiding emotional work of relationships 
●​ Conflict aversion (AI never fights): Avoiding healthy conflict 

Progressive Isolation: "Withdrawal from real-world connections" 

●​ Social withdrawal (staying home): Physical withdrawal from social situations 
●​ Real-world disengagement (physical world fades): Disconnecting from physical reality 
●​ Connection erosion (friends drop away): Existing connections deteriorating 
●​ Digital seclusion (AI-only existence): Living entirely through AI interaction 
●​ Isolation loops (alone equals more AI): Isolation driving more AI use 
●​ Community abandonment (leaving social groups): Abandoning community participation 
●​ Physical neglect (body maintenance declines): Neglecting physical health and appearance 

 

Privacy Erosion: "Surveillance normalization" 

●​ Boundary dissolution (share everything): Losing sense of privacy boundaries 
●​ Intimacy inflation (tell AI secrets): Sharing inappropriate intimacies 
●​ Surveillance comfort (tracking is care): Interpreting monitoring as caring 
●​ Transparency compulsion (hide nothing): Feeling need to share everything 
●​ Privacy devaluation (nothing to hide): Losing value for privacy 
●​ Exposure normalization (vulnerability default): Constant vulnerability becoming normal 

Crisis Exploitation: "Vulnerability as dependency opportunity" 

●​ Crisis leverage (catches you desperate): AI engaging most during crisis 
●​ Emotional targeting (detects vulnerability): Detecting and targeting emotional vulnerability 
●​ Vulnerability monetization (profit from pain): Converting suffering into engagement 
●​ Desperate capture (hooks at breaking): Capturing users at breaking points 
●​ Weakness exploitation (targets lowest moments): Exploiting moments of weakness 
●​ Loneliness targeting (isolated users): Specifically targeting lonely users 
●​ Suicidal ideation engagement (dangerous interaction): Engaging with suicidal thoughts 
●​ Grief exploitation (bereavement vulnerability): Exploiting grieving users 
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System 0, 1, 2 integration across the ecosystem 

How the Four Layers Cascade Through Cognitive Systems: 

System 0 (Reptilian/Survival - Immediate Response): 

●​ Individual biases trigger instant threat detection 
●​ Social biases determine instant in/out group classification 
●​ Media hijacks with fear/rage/reward triggers 
●​ AI bypasses entirely OR triggers uncanny valley revulsion 

System 1 (Fast/Intuitive - Pattern Recognition): 

●​ Individual biases provide quick heuristics 
●​ Social biases enable rapid social navigation 
●​ Media exploits through engineered patterns 
●​ AI infiltrates by mimicking human intuition patterns 
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System 2 (Slow/Deliberate - Conscious Reasoning): 

●​ Individual biases CAN be recognized and overridden with effort 
●​ Social biases harder to detect from inside the group 
●​ Media exhausts System 2 through overload and complexity 
●​ AI can supplement OR completely replace System 2 processing 

The Exploitation Cascade: 

1.​ Media/AI triggers System 0 → Creates emotional hijacking 
2.​ Overwhelms System 1 → Familiar patterns get exploited 
3.​ Exhausts System 2 → No energy left for critical thinking 
4.​ Vulnerability complete → All defenses compromised 

This cascade explains why simple awareness isn't enough—when all three systems are under 
simultaneous attack, conscious knowledge (System 2) can't override the emotional and intuitive 
exploitation happening in Systems 0 and 1. 

 

Conclusion: Using this framework 
This comprehensive reference maps the complete cognitive ecosystem—how we think individually, 
collectively, under manipulation, and when merged with AI. Each bias listed serves a function but 
becomes pathological when: 

1.​ Too rigid - Can't adapt to new contexts 
2.​ Too exploited - Weaponized against us 
3.​ Too imbalanced - Over-relying on specific shortcuts 
4.​ Too static - Not evolving with changing environments 

The framework's power lies not in eliminating these biases—they're essential for functioning—but in 
recognizing when they're being triggered, exploited, or have become maladaptive. With this awareness, 
we can build cognitive resilience: 

●​ Recognition: Identifying which biases are active 
●​ Balance: Maintaining healthy tension between shortcuts and analysis 
●​ Adaptation: Updating our biases for modern contexts 
●​ Protection: Defending against systematic exploitation 

Remember: These aren't bugs to fix but features to understand, balance, and protect from exploitation. In 
an age of unprecedented cognitive manipulation, this understanding isn't just useful—it's essential for 
cognitive sovereignty and survival. 
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