
Attention Capture 
Mechanisms
Platforms exploit neurological reward systems 
through variable reinforcement schedules that 
mirror gambling addiction, creating measurable 
brain changes including reduced gray matter and 
altered dopamine pathways. These mechanisms 
generate 'time on site' by eliminating natural 
stopping points and manufacturing urgency.

Behavior Control
Architecture
Platforms convert cognitive capture into specific 
actions through dark patterns that double to quadruple 
acceptance rates, habit loops creating automaticity, 
and psychographic targeting that identifies and 
exploits individual psychological vulnerabilities for 
political and commercial manipulation.

Reality Distortion
Engines
Algorithmic curation creates parallel information 
universes where false information spreads 6x 
faster than truth, repetition creates illusion of 
validity, and synthetic media makes 'seeing is 
believing' obsolete. Each person's reality 
becomes their personalized algorithmic feed.

Emotional Exploitation
Systems
Platforms deliberately manipulate emotional 
states through contagion experiments, optimize 
for negative emotions that drive engagement, 
and create parasocial relationships that 
substitute for real connection while extracting 
emotional labor as free content."

Dopamine Circuit Hijacking →
"Direct exploitation of mesolimbic 

reward pathways"

 Infinite Engagement Design →
"Removal of natural stopping cues"

Temporal Distortion →
"Warping time perception to 
maximize usage"

Interruption Architecture →
"Systematic attention 
fragmentation"

Algorithmic Curation →
"Personalized reality construction 
through content filtering"

Information Manipulation →
"Systematic truth degradation 
and misinformation spread"

Authority Distortion →
"False credibility signal creation"

Consensus Manufacturing →
"Artificial majority creation" Negative Emotion Exploitation →

"Rage and fear optimization for engagement"

 Social Comparison Engineering →
"Systematic inadequacy manufacturing"

Validation Dependency →
"External approvaladdiction 

creation"

Emotional Contagion →
"Mood state manipulation 

through exposure"

Social Proof Weaponization →
"Herd behavior exploitation"

Nudge Architecture →
"Choice architecture 

manipulation"

Habit Formation →
"Compulsive behavior 

engineering"

 Radicalization Pathways →
"Progressive extremity exposure"
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Stre
ak compulsion 

(m
aintaining daily 

engagement)

Always-on anxiety 

(perpetual availability
 expectatio

n)

Push notification conditio
ning 

(Pavlovian response tra
ining)

Red badge anxiety 

(unread counter stress)

Breaking news fatigue 

(constant urgency bombardment)

Context collapse 

(simultaneous social worlds)

Continuous partial attention 

(never fully present)

Second-screen syndrome 

(multi-device fragmentation)

Ambient intimacy expectations 

(constant connection demands)

Notification stacking 

(cumulative interruption pressure)

Echo chamber formation 
(belief reinforcement loops)

Filter bubble entrapment 
(isolated information reality)
Confirmation bias amplification (belief-confirming content)
Dissent invisibility (opposing views filtered)Reality fragmentation 

(competing truth universes)
False information amplification 

(lies spread faster)
Deepfake normalization 

(synthetic reality acceptance)

Context stripping 

(misleading framing)

Headline sensationalism 

(clickbait optimization)

Source obscuration 

(origin hiding)
Fact-check delay 

(truth lags behind)

Viral velocity bias 

(speed over accuracy)

Verification badge exploitation 

(blue check authority)

Influencer expertise conflation 

(followers equal knowledge)

Astroturfing campaigns 

(fake grassroots m
ovem

ents)

Bot am
plification 

(autom
ated consensus m

anufacturing)

Sock puppet networks 

(fake identity swarm
s)

Paid endorsem
ent concealm

ent 

(hidden sponsorship)

Trending m
anipulation 

(fake popularity)

Like count inflation 

(artificial validation)

Bandw
agon am

plification 

(everyone's doing it)

Silent m
ajority illusion 

(vocal m
inority seem

s m
ajority)

M
anufactured virality 

(paid prom
otion disguised)Ca
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drawal 

(dopamine crash)

Perfo
rm

ance anxiety 

(audience always watching)
Metric

 obsession 

(constant n
umber checking)

Comment dependency 

(need for re
sponses)

Like-seeking behavior 

(approval chasing)

Empathy fatigue 

(compassion exhaustion)Nostalgia exploitation 

(past idealization)Excitement manufacturing 

(artificial enthusiasm)
Anxiety transmission 

(worry spreads socially)
Sadness amplification 

(depression content exposure)

Decoy options 

(making bad look good)

Friction asymmetry 
(easy harm, hard protection)

Opt-out difficulty(hard data protection)

Dark patterns (deliberately confusing design)

Privacy-hostile defaults (sharing automatic)

Default exploitation 

(pre-selected platform preferences)

Celebrity endorsement

(authority borrowing)

Testimonial saturation 

(overwhelming social proof)

Viral contagion design 

(engineered spread)

Cascade manufacturing 

(orchestrated virality)

Trending manipulation 

(artificial popularity)

Bandwagon engineering 

(everyone's doing it)

Unlocking mechanics 

(FOMO through scarcity)

Progress bars 

(completion compulsion)

Achievement badges 

(gamified engagement)
Streak system

s 

(loss aversion exploitation)

Variable reward schedules 

(gam
bling m

echanics)

Cue-routine-reward loops 

(behavioral conditioning)
Echo cham

ber intensification 

(belief hardening)
Gatew

ay content 

(m
oderate to extrem

e)
Predictable radicalization paths 

(algorithm
ic extrem

ism
)

Exposure escalation 

(boundary pushing)
Engagem

ent-driven descent 

(clicks rew
ard extrem

ism
)

Rabbit hole algorithm
s 

(content descent)

Recom
m

endation radicalization 

(gradual extrem
ity increase)

MEDIA
MANIPULATION 

CODEX
How our necessary biases 
get weaponized against us 

by systems designed 
to exploit them
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