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Mental Model Score (MMS) framework:

A quantifiable approach to
UX measurement

1. Introduction

Definition of Mental Model (In this conext)

A mental model is the internal representation users form based on their experiences,
assumptions, and observations about how a system operates.

These models shape user behavior, including trust, expectations, and other concerns when
interacting with an application/system/service.

Key point:

Users’ mental models do not always reflect reality—they are shaped by what users think is happening,
rather than what is actually happening.

What is the Mental Model Score (MMS)?

The Mental Model Score (MMS) is a new quantitative UX research metric designed to measure how
well a user's perceived understanding of a system (mental model) aligns with its actual design and

functionality. By using this score, we can predict usability friction, trust levels, and potential biases
before they become major issues.

Why is this important?

Understanding users' mental models helps UX teams:

o Identify and close the gap between user expectations and system behavior.
¢ Measure and predict trust levels in Al, chatbots, and automated systems.

e Detect privacy, bias, and ethical concerns that impact adoption.

¢ Improve usability, accessibility, and system transparency.

e Keep the framework simple and adaptable, ensuring it remains practical across multiple indus-
tries and contexts.

o Adapt to different user experience levels, from beginners to experts.

e Track changes in mental model alignment as system complexity evolves over time.
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Why this could be a game-changer in UX research

MMS bridges multiple UX factors into a single predictive model:
© Usability (Effort)

O Trust (Emotional UX)
@© Expectation Alignment
<’ Impact (Value Contribution)
+ Privacy Concern (Security Perception)
«# It can help UX teams predict adoption & friction points before launch.

«# It provides a data-driven way to validate Al trust, transparency, and bias concerns.

Other measurement methods

Other formula, related concepts exist in:

e System Usability Scale (SUS) Measures usability but doesn’t account for trust, privacy, or effort
directly.

e Cognitive Load Theory Measures how much mental effort a task requires but doesn’t include
trust or privacy concerns.

¢ Privacy Perception Models Studies how users perceive privacy risks, but doesn't link it to UX
behavior or expectation gaps.

e B.LA.S. Framework: This framework emphasizes understanding and mitigating biases in product
design to enhance user engagement and satisfaction. By recognizing common cognitive biases,
designers can create more user-centric products. medium.com

¢ Implicit Association Test (IAT): Developed over two decades ago, the IAT assesses implicit
biases by measuring the strength of associations between concepts. Designers can use the IAT
to uncover subconscious biases that might influence design decisions. uxdesign.cc

e Bias-Aware Real-Time Interactive Systems: Tools like BiasEye assist in identifying and
mitigating cognitive biases during decision-making processes, such as candidate assessments.
These systems enhance awareness

2. The MMS formula

The MMS formula quantifies mental model alignment using key factors that influence user perception:

Formula:

MMS=(EffortScore+TrustScore+ExpectationAlignment+Impact)-ConcernFactorMMS
= (Effort Score + Trust Score + Expectation Alignment + Impact) - Concern Factor
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Standard formula (single Concern Factor):
MMS=(E+T+X+1)-C

Where:

User Effort (E) — How much effort does the user need to complete a task?
Trust (T) — How much does the user trust the system’s behavior?
Expectation Alignment (X) — How well does the system match user expectations?

Impact (I) - How much does this system improve or contribute to the user's success?

(Impact only accounts for positive effects)
X Concern Factor (C) — The level of user concerns (privacy, bias, ethics, usability, performance, etc.)
= Higher MMS = Stronger mental model alignment = Better UX & trust

- Lower MMS = Misaligned mental models = Higher user frustration & risk of churn

Extended formula (multiple Concern Factors)

If multiple concerns need to be evaluated, we modify the formula to balance them effectively:

MMS=(E+T+X+1) - (C;+C,+Cs+...+C/})

Where:
Ci, Cy, Cs, ... C, represent different concern factors (Safety, Usability, Reliability, Bias, Privacy).
n is the number of concern factors evaluated.

This ensures that multiple concerns are averaged, preventing a single factor from skewing the re-

sults.

Example Calculation:

e Effort (E) = 4, Trust (T) = 2, Expectation Alignment (X) = 5, Impact (I) = 4
o Safety = 4, Usability = 3, Reliability = 5

MMS=(4+2+5+1)-4+3+5/3) MMS=12-(12/3)MMS=12-4=38

= This approach ensures a fair distribution of multiple concerns while keeping the MMS score
meaningful.

Where:

User Effort (E) — How much effort does the user need to complete a task?
Trust (T) — How much does the user trust the system’s behavior?

Expectation Alignment (X) — How well does the system match user expectations?
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Impact (I) — How much does this system improve or contribute to the user's success?
X Concern Factor (C) — The level of user concerns (privacy, bias, ethics, usability, performance, etc.)
- Higher MMS = Stronger mental model alignment = Better UX & trust

- Lower MMS = Misaligned mental models = Higher user frustration & risk of churn

Alternative: Weighted Concern Factors?

If some concern factors are more important than others, you can use a weighted formula:

MMS = (E+T+X+1) = (W;Cy + W,Cp + W5Cs + WACA / W, + W, + W; + W4)

Where w1, w2, w3, w4 are weights based on priority.

3. MMS components & how to measure them

Factor Measurement method Why it matters?

User Effort (E) Click-depth, time-on-task, cog-  Measures how difficult the sys-
nitive load surveys tem feels to users.

Trust (T) Likert-scale trust surveys, re- High trust leads to higher en-
peat usage tracking gagement and adoption.

Expectation Alignment (X) Gap analysis, usability tests, If users expect X but get Y, they
qualitative feedback will feel confused or misled.

Impact (I) Goal achievement Ensures the system surveys,

productivity provides real value
to tracking the user.

Concem|Factors (€4, G, ... C.) Concern surveys, hesitation Identifies the biggest blockers

tracking, bias analysis to user trust and adoption.

Scoring each factor (Example: 1-5 Scale):

Effort (E): 1 = High effort, 5 = Low effort

Trust (T): 1 = No trust, 5 = High trust

Impact (I): 1 = No impact, 5 = Significant improvement
Expectation Alignment (X): 1 = Huge mismatch, 5 = Perfect alignment
Concern Factor (C): 1 = No concerns, 5 = Severe concerns

Final Score: MMS = (E+T+X+1)-C
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4. Keeping MMS simple and practical

The core strength of MMS is its simplicity, making it applicable across various UX research scenarios.
Instead of attempting to integrate deep, resource-heavy analysis methods (such as full bias audits),

MMS focuses on:

Providing a fast, reliable metric for UX teams.

Offering a scalable framework that works across industries.

Allowing teams to add optional deep-dive extensions if needed (e.g., advanced bias analysis).

MMS is designed to be flexible and modular, enabling teams to tailor it based on available resources
and project scope.

5. Visualization: MMS dashboard concept

To make MMS actionable, we propose a real-time dashboard that UX teams can use to track mental
model alignment across different features and user groups.

Key Metrics to Visualize:
Il Mental Model Score Trend Over Time (Are users adapting?)
. Biggest User Concerns (Privacy, Trust, Usability, Bias, etc.)

@ Features with the Lowest MMS (Which areas need UX improvements?)

Deep Dive into Dashboard Implementation

To effectively implement the MMS dashboard, consider the following components:

User Segmentation: Break down MMS scores by user type (e.g., new vs. experienced users).
Feature-Level Analysis: Track MMS at the feature level to identify UX friction points.
Interactive Graphs & Heatmaps: Provide real-time visual insights into shifting mental models.

Automated Alerts: Notify UX teams when MMS drops below a critical threshold.

o > v N =

Integration with Analytics Tools: Connect MMS with Google Analytics, Hotjar, or A/B testing plat-
forms.

6. Impact-to-Concern Ratio: Visualize which features deliver high impact with low concerns.

6. Adapting MMS for new users and changing system
complexity

MMS is flexible and works across different user experience levels, ensuring that both new and experi-
enced users are accounted for in UX evaluation.
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New users vs. experienced users

Expectation Alignment (X)

User Type Challenge How MMS Adapts
New Users Expect the system to be- MMS will detect low Expectation
have simply, may struggle Alignment (X), signaling that
with unfamiliar processes.  onboarding & guidance need im-
provement.
Experienced Users Expect deep functionality & MMS will adjust as users refine their
efficiency. understanding, showing if advanced
features are too complex or misa-
ligned.
Example:

e A new user in an accounting tool expects it to work like Excel but struggles with multi-step work-
flows — MMS detects the gap, prompting better onboarding UX.

e An experienced accountant finds the tool intuitive but encounters frustrating automation features
— MMS flags a different type of misalignment, requiring UX refinements for experts.

How system complexity impacts MMS over time

System Complexity

Change Impact on MMS How to Adapt

New complex features Lower Expectation Align- Provide clear onboarding, progressive

added ment (X), higher user effort  disclosure, and better Ul affordances.
(E)

System becomes more Trust (T) may drop if users  Use transparency features (e.g., ex-

automated don’t understand automa- plainable Al, user control over auto-
tion logic mation).

Users become more fa-  Expectation Alignment (X) Shift UX focus from guidance to effi-
miliar with the system improves over time, reduc-  ciency improvements.
ing cognitive load

Example:

e A project management tool introduces Al-powered task automation — Users initially distrust the
Al (low T) and struggle to understand how decisions are made (low X).

e Over time, as they gain familiarity, their expectations align better with how the Al works, increas-
ing the MMS score.

e The Impact (I) score increases as users experience productivity gains, further improving the over-
all MMS.

MMS can be used to track this evolution, helping UX teams refine onboarding for new users while opti-
mizing efficiency for experienced ones.
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7. How to apply this in different UX contexts

UX Context

Chatbots

Effort (E)

How easy is the
conversation
flow?

Trust (T)

Do users trust
Al responses?

Expectation
Alignment (X)

Do users expect
human-like re-
plies?

Impact (1)

Does the chatbot im-
prove task completion

Concern Factor (C)

Privacy concerns (data log-
ging),

Bias concerns (favoritism
in answers)

E-Commerce How easy is Do users trust Are product rec- Does it help users find Usability concerns (cart er-
checkout? payment se- ommendations and purchase better rors),
curity? accurate? products? Performance concerns
(site speed)
Healthcare How easy is Do users trust Do users expect Does it improve cor-  Ethical concerns (wrong di-
Apps symptom input?  medical Al? instant, correct rect health outcomes  agnoses),
advice? or diagnoses Privacy concerns (medical
data security)
Smart Home How easy is Do users trust Do users expect Does it save time or Privacy concerns (always
Devices setup? automation?  certain Al behav- improve quality of life? listening?),
iors? Performance concerns (re-
sponse delay)
Why this works?

Dynamic Concern Factor (C) ensures adaptability across industries.

Quantifiable UX measurement for trust, usability, and friction points.

Predicts bias concerns and ethical issues before launch.

Impact assessment shows real-world value to users.

8. Detecting hidden concern factors

Sometimes, users may have concerns they don’t explicitly express, or the wrong concern factors may
be selected initially. To ensure accurate MMS validation, UX teams should use a multi-layered ap-

proach to uncover hidden concern factors.

1. Cross-check concern factor celection with user behavior

¥ Problem: If users say they trust a system in a survey but avoid using key features, a hidden con-
cern may be at play.
Solution: Pair MMS survey data with behavioral analytics (e.g., feature adoption rates, heatmaps,
dropout points).

Example:

e A chatbot UX team selects “privacy concerns” as a Concern Factor (C) based on user feedback.
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e However, dropout analysis shows that most users quit after confusing bot responses—indicating
that usability, not privacy, is the hidden issue.

¢ Next iteration — Replace “privacy concerns” with usability concerns in the MMS survey.

2. Use open-ended questions to surface unexpected concerns

¥ Problem: If users aren’t explicitly stating their concerns, they might be unaware or unable to ver-
balize them.

Solution: Add open-ended feedback questions in the MMS survey:

e “Was anything frustrating or confusing about using [system]?”

e “What would make you trust [system] more?”

Example:
¢ A financial app team initially picks “trust in security” as a major concern.

e Open-ended responses reveal that users actually don’t understand financial jargon in the Ul—so
the real issue is cognitive load.

3. Conduct qualitative user interviews to validate survey findings

¥ Problem: Surveys are quantitative—they reveal how many users feel a certain way, but not why
they feel that way.

Solution: Conduct 5-10 follow-up user interviews to cross-check survey insights and detect mis-
aligned concern factors.

Example:

e A survey indicates that “users don't trust Al-generated recommendations.”

e Interviews reveal that the real problem isn’t trust—it's lack of control.

e Users actually trust the Al but want to tweak results manually — Fix UX, not Al transparency.

4. Track Concern Factor trends over time

¥ Problem: Some concerns only appear after extended use (e.g., automation bias, performance deg-
radation, content fatigue).

Solution: Repeat the MMS survey every 3—6 months and compare Concern Factor (C) scores over
time.

Example:
¢ In an Al writing tool, early users list “usability” as the biggest concern.
e After 6 months, “Al-generated content feeling repetitive” becomes the dominant issue.

e The team adjusts MMS Concern Factors from usability — content diversity.
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Key takeaways:

Use behavioral analytics to cross-check if reported concerns match user actions.
Include open-ended questions to capture unexpected concerns.

Conduct user interviews to validate if the right concerns were identified.
Reassess Concern Factors every 3—6 months to track evolving UX challenge

Track Impact (I) scores to ensure your system is delivering real value over time.

9. Optional: Bias detection as a separate analysis layer

Instead of embedding full-scale bias detection within MMS, we recommend keeping bias analysis as
an optional deep-dive for teams with the resources to explore it.

Lightweight Bias Indicators in MMS

For UX teams with limited time, bias concerns can be flagged using:

e Comparative MMS Analysis: Identify gaps in MMS scores across demographics.

e Drop-Off Trends: Analyze which user groups disengage the most.

e Expectation vs. Reality Mapping: Survey users on how they assume the system should work.
e Bias Heatmaps: Identify Ul components where trust drops.

e Impact Disparities: Look for significant differences in Impact (I) scores across user de-
mographics.

When to use full Bias audits?

If a project requires in-depth bias validation, teams can integrate separate bias measurement tools
such as:

e Al Fairness 360 (IBM) for algorithmic bias testing.
e Implicit Association Tests (IAT) for cognitive bias measurement.

e Ethnographic UX research for cultural and accessibility concerns.

This approach keeps MMS lightweight and universal, while allowing bias detection to be applied only
when necessary.

10. MMS validation via survey

A well-designed survey can be an efficient and scalable way to validate Mental Model Score (MMS)
without requiring costly usability tests or in-depth cognitive research.
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MMS Component

User Effort (E)

Trust (T)

Expectation Alignment (X)

Concern Factor (C)

Impact (I)

Final MMS calculation:
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Survey Question Example

How easy was it to complete
[specific task]?

How much do you trust the
system’s recommendations?

Did the system behave as you
expected?

Do you have concerns about
[privacy/bias/accuracy]?

How much did [system] im-
prove your ability to achieve
your goal?

Response Type

1-5 Likert scale (Very difficult —
Very easy)

1-5 Likert scale (Not at all — Com-
pletely)

1-5 Likert scale (Not at all — Ex-
actly as expected)

1-5 Likert scale (No concern —
Very concerned)

1-5 Likert scale (No impact — Sig-
nificant improvement)

MMS = (Avg. Effort Score + Avg. Trust Score + Avg. Expectation Alignment+ Avg.
Impact Score) - Avg. Concern Factor

Enhancing the Survey for Deeper Insights

¢ Optional Open-Ended Questions

e “What was the most confusing part of using [the system]?”

e “What would improve your confidence in this system?”

e "How could [system] better contribute to your work?"

@ User segmentation filters

e New vs. Experienced Users (Filter by tenure using the system).

e Demographic or Persona-Based Insights (Age, role, familiarity with similar tools).

@ Comparison over time

e Repeat surveys before and after UX changes to see if MMS improves.

¢ |dentify long-term shifts in mental model alignment as users gain experience.

Implementation methods

%’ Option 1: Integrate in-app surveys (pop-ups or post-task feedback).
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¥1 Option 2: Send periodic emails to users (quarterly UX health check).
Il Option 3: Use external survey tools (Google Forms, Typeform, SurveyMonkey).

~~ Option 4: Combine with analytics (heatmaps, click tracking) for deeper validation.

11. Survey Design: Selecting Concern Factors across
research phases

To ensure accurate Concern Factor (C) selection, MMS surveys should use a phased approach:

Phase 1: Initial survey (exploratory round)

Goal: Identify dominant concerns before locking in fixed factors.
Approach:

1. Drop-down selection — “What is your biggest concern when using this system?” (Privacy,
Usability, Performance, Transparency, Bias, etc.)

2. Single slider rating for selected concern (1-5 scale).
Open-ended text field (optional) — “Any other concerns you have?”

4. Aggregate responses to determine top 3-5 recurring concerns for follow-up surveys.

@ Why? Keeps the survey lightweight while capturing dominant concerns.

Phase 2: Follow-up survey (refined round)

Goal: Track how concerns evolve over time.
Approach:

1. Fixed concern factors (3-5 max) from initial survey insights.
2. Sliders for each concern (1-5 scale) — Users rate all pre-selected concerns.

3. Trend comparison — Compare concern factor shifts over multiple survey rounds.

@ Why? Ensures continued accuracy without losing emerging concerns.

Alternative hybrid approach

If limiting users to one concern factor feels restrictive, consider: v Allowing users to select multiple
top concerns (up to 2-3).

v Displaying separate sliders for each selected concern (rather than all concerns).
v Using adaptive surveys where commonly selected concerns auto-populate future surveys.

@ Why? Ensures that secondary but important concerns are not ignored.
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12. MMS survey design

To efficiently validate MMS and capture concern factors, a structured survey approach is recom-
mended.

Section 1: General experience rating

© Goal: Measure Effort (E), Trust (T), Expectation Alignment (X) and Impact (1)
© Question Format: Likert Scale (1-5)

1. How easy was it to complete your task using [system]? (1 = Very difficult, 5 = Very easy)
2. How much do you trust the system’s recommendations or outputs? (1 = Not at all, 5 =

Completely)

3. Did the system behave as you expected? (1 = Not at all, 5 = Exactly as expected)

4. How much did [system] improve your ability to achieve your goal? (1 = No impact, 5 = Significant
improvement)

Section 2: Concern Factor selection & rating

© Goal: Identify and measure Concern Factor (C)
© Question Format: Drop-down + Slider (1-5)

Step 1: Concern Factor Selection (Drop-Down Menu)
"What was your biggest concern when using [system]?"

Privacy Concerns

Usability Concerns
Performance Concerns
Bias Concerns
Transparency Concerns
Other (with text input field)

Step 2: Concern severity rating (slider input)
"How much did this concern impact your experience?" (1 = No concern, 5 = Severe concern)

Section 3: Open-ended feedback (optional)

© Goal: Capture hidden concerns that may not appear in drop-down choices.
© Question Format: Free text input

1. Was there anything frustrating or confusing about using [system]?"

2. What would make you trust [system] more?"

3. Is there anything else you'd like to share about your experience?"
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13. Survey design for multiple concern factors

To efficiently validate MMS with multiple concern factors, a structured survey approach is recom-
mended:

Section 1: General experience rating

© Goal: Measure Effort (E), Trust (T), and Expectation Alignment (X) and Impact (1)
© Question Format: Likert Scale (1-5)

1. How easy was it to complete your task using [system]? (7 = Very difficult, 5 = Very easy)

2. How much do you trust the system’s recommendations or outputs? (7 = Not at all, 5 =
Completely)

3. Did the system behave as you expected? (7 = Not at all, 5 = Exactly as expected)

4. How much did [system] improve your ability to achieve your goal? (1 = No impact, 5 = Significant
improvement)

Section 2: Concern Factor selection & rating

© Goal: Identify and measure multiple Concern Factors (C;, C5, Cs, Cs, ... Cy).
© Question Format: Multi-Selection Drop-down + Sliders (1-5)

Step 1: Concern Factor Selection (Multi-Selection Drop-Down)
"Which concerns impacted your experience the most?"

Privacy Concerns

Usability Concerns
Performance Concerns
Bias Concerns
Transparency Concerns
Other (with text input field)

Step 2: Concern Severity Rating (Sliders for Each Concern Factor Selected)
'Rate how much each selected concern impacted your experience."
(1 = No concern, 5 = Severe concern)

Section 3: Open-Ended Feedback (Optional)

© Goal: Capture hidden concerns that may not appear in drop-down choices.
© Question Format: Free text input

1. "Was there anything frustrating or confusing about using [system]?"
2. "What would make you trust [system] more?"
3. "Is there anything else you’d like to share about your experience?"
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14. Implementation & data analysis

Survey deployment methods:

%’ In-App Surveys (pop-ups or integrated feedback forms).
¥+ Email Surveys (sent after user interaction).

i} Embedded in Usability Tests (during research sessions).

»# Combined with Analytics Data (to compare responses with behavioral insights).

Data analysis approach:

© Aggregate scores for Effort (E), Trust (T), Expectation Alignment (X), Impact (1), and Concern
Factor (C).

© |dentify trends over multiple survey rounds.

© Use open-ended responses to detect hidden concerns.

15. Conclusion: Why MMS matters for the future of UX

This Mental Model Score framework provides a quantifiable approach to measuring and improving
user trust, usability, and transparency, while maintaining simplicity and flexibility.

Key Benefits:

Fast and practical—no excessive complexity.

Works across industries and research contexts.

Adapts to different user levels and evolving system complexity.
Allows optional deep-dives (bias detection, advanced analytics).

Predicts usability friction and trust concerns before launch.
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